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1. Reading review questions
a. What is internal control?  Why is internal control important in organizations?  Internal control is the “glue” which holds the accounting information system together.  It is a collection of policies and procedures that can make organizations more effective and more efficient, while also promoting the integrity of their financial statements.  A strong system of internal control can make auditing less time consuming and costly; further, strong internal controls can help organizations prevent, detect and correct instances of fraud.
b. What are the four basic purposes of internal control?  Give an example of each one.  (1) Safeguard assets.  For example, most organizations keep cash in the bank rather than in the office itself.  (2) Promote operating efficiency.  For example, a company might coordinate all supplies purchases through a single purchasing agent.  (3) Ensure financial statement reliability.  For example, changes in accounting policy could require the approval of the audit committee of the board of directors.  (4) Encourage compliance with management directives.  For example, an organization could hold weekly staff meetings to keep employees apprised of policy changes.
c. List and discuss four broad categories of organizational risk exposures.  For each broad category, suggest two examples.  The Brown taxonomy discussed in the text identifies the following: financial risk (e.g., insufficient cash on hand to meet payroll needs), operational risk (e.g., computer viruses), strategic risk (e.g., trying to compete successfully without a clear mission statement) and hazard risk (e.g., embezzlement by the CEO).
d. What is COSO?  Why is the work of COSO important in internal control?  COSO stands for Committee of Sponsoring Organizations; it comprises five groups: American Accounting Association, Financial Executives International, Institute of Management Accountants, Institute of Internal Auditors and American Institute of CPAs.  COSO has published two integrated frameworks that suggest specific ways to manage risk (Enterprise Risk Management) and achieve strong internal control (Internal Control).
e. Prepare a response to the questions for this chapter’s opening vignette.

i. What risks do organizations and individuals take when they use credit cards for transactions?  At a minimum, organizations are exposed to:  systems risk (computers may break down) and human error risk (a clerk may incorrectly input the credit card number).  Individuals are exposed to at least:  market risk (interest rates may change for the credit card), liquidity risk (insufficient cash on hand to pay the credit card bill), systems risk (incorrect billing amounts).  As demonstrated in the vignette, fraud is also a risk of using credit cards.
ii. What policies and procedures can they put in place to detect, prevent and / or correct situations like the one described?  Useful internal controls in this situation would include:  employee bonding, adequate supervision, employee background checks and internal audits.
2. Reading review problem
a. What does it mean to say that WorldCom lacked “adequate internal controls?”  Internal control has four basic purposes:  safeguarding assets, ensuring reliable financial reporting, encouraging compliance with management directives and promoting operating efficiency.  Saying that WorldCom lacked adequate internal controls means that they failed to fulfill one or more of those four purposes.
b. How does the risk described in the article relate to Brown’s taxonomy of risk?  WorldCom has experienced legal and regulatory risk; as a result of their lack of adequate internal controls, the organization is incurring a penalty—withdrawal of government contracts.  Exposure to legal and regulatory risk may lead to other risk exposures, such as liquidity risk.
c. What internal controls may have helped WorldCom to avoid its bankruptcy and / or the problem described in the article?  Stronger transaction authorization systems would probably have helped WorldCom.  In addition, a strong internal audit function would probably have revealed some of the problems before they became too serious
3. Making choices and exercising judgment
a. Consider the four vignettes presented in the last section of the chapter.  For each one, suggest one additional internal control procedure.  Discuss whether the procedure you suggest is preventive, detective or corrective; also identify the type of risk it is designed to control based on the risk categories discussed in the chapter.
	Case
	Control
	Classification
	Risk

	Alphabet Soup Consulting
	Officer bonding
	Corrective
	Liquidity

	Embezzling
	Electronic bill payment
	Preventive
	Liquidity

	Information technology
	IT alert newsletters
	Preventive
	Systems

	Inventory
	Camera surveillance
	Detective
	Business strategy


b. Hassan and Ashok are employed by one of the Big Four CPA firms.  Both have recently earned their CPA licenses, however, and are considering starting their own practice.  Using Brown’s risk taxonomy, identify and describe at least five risks Hassan and Ashok must be aware of if they start their own business.  For each risk you identify, suggest one or more internal controls that could ameliorate it.  Market risk might entail a rise in interest rates if the CPAs finance with variable rate debt; an internal control to address that risk would be incorporating an interest-rate lock feature on variable rate debt.  The two might be exposed to credit risk if they extend credit to clients inappropriately; thorough credit checks would address such a risk.  Virtually any new organization is subject to liquidity risk, particularly in paying vendors and employees; establishing an emergency cash reserve would address that risk.  The firm might be exposed to systems risk if it relies on web-based software systems; backing up files daily would minimize the loss of data in the event of software failure.  Finally, Hassan & Ashok may encounter business strategy risk if they cannot find a market niche that makes their firm unique; extensive, ongoing market research would minimize that risk.
4. Field exercises
Because the field exercises involve original research and will vary significantly from student to student, I’m not including any suggested solutions to them.  If your students produce particularly outstanding responses and you’d like to send them to me, I’ll post them on the book’s web site.  Let me know if this lack of suggested responses to field exercises is a major inconvenience for you.

5. Internal control has four basic purposes: safeguarding assets, ensuring financial statement reliability, promoting operational efficiency and encouraging compliance with management’s directives.  Consider each of the internal control procedures described below.  For each procedure, indicate which purpose(s) of internal control it is designed to address.
a. Conducting surprise cash counts.  Safeguarding assets.
b. Creating a policy manual.  Promoting operational efficiency & encouraging compliance with management directives.
c. Creating separate departments for purchasing inventory and receiving inventory.  Safeguarding assets & promoting operational efficiency.
d. Deleting an employee’s computer account when the employee retires or is fired.  Safeguarding assets & ensuring financial statement reliability.
e. Employing internal auditors.  All four purposes.
f. Installing virus cleaning software on all computers.  Safeguarding assets & promoting operating efficiency.
g. Locking filing cabinets with sensitive documents.  Encouraging compliance with management directives.
h. Performing background checks on employees.  Safeguarding assets.
i. Reconciling the bank statement monthly.  Safeguarding assets & ensuring financial statement reliability.
j. Requiring all management employees to take annual vacations.  All four purposes.
6. Extreme Canines is “America’s favorite celebrity stunt dog show.”  Their web site is www.extremecanines.com.  Examine the company’s web site, and then consider the operational risks listed below.  How would each risk be classified using Brown’s taxonomy?  Justify your responses.
a. The sole supplier of dog food to the company goes out of business.  Business strategy risk.
b. The dogs’ kennels are not kept clean.  Human error risk.
c. The dogs do not receive the proper vaccinations and immunizations.  Legal & regulatory risk.
d. The company’s web site is temporarily unavailable due to a natural disaster.  Systems risk.
e. One of the dogs is injured en route to a performance.  Human error risk.
f. Interest rates rise on a company line of credit.  Market risk.
g. Extreme Canines’ accountants calculate the company’s tax liability incorrectly.  Human error risk.
h. Dogs fail to perform tricks correctly in a show.  Business strategy risk.
i. Customers are unable or unwilling to pay for an Extreme Canine show.  Liquidity risk.
j. A new dog bites an audience member.  Hazard risk.
7. For each risk listed in the preceding problem, suggest one or more internal controls Extreme Canines could institute.  Classify each control as preventive, detective or corrective in nature.

a. Establish a relationship with multiple food suppliers (preventive).

b. Create a regular cleaning schedule (preventive, detective).

c. Keep electronic records of immunizations and review them monthly (preventive, detective).

d. Maintain a backup copy of the web site (corrective).

e. Insure the dogs (preventive).

f. Use fixed-rate debt instruments (preventive).

g. Create a clear contract with the accountants that establishes their liability for errors (preventive, corrective).

h. Create a regular schedule of training and reinforcement (preventive, detective).

i. Complete customer credit checks (preventive).

j. Purchase liability insurance (corrective).
8. The Vermont Teddy Bear Company (www.vtbear.com) works with customers to design custom teddy bears.  The bears are individually built and assembled in Vermont, and then are sent out to gift recipients all over the world.  The company’s mission is “to make the world a better place—one Bear at a time.”  Consult the company’s web site for information about its operations, philosophy and history.  Then, respond to each of the following requirements as directed by your instructor:
a. Conduct a comprehensive risk assessment using the COSO Internal Control—Integrated Framework.  Your output could be a PowerPoint presentation, a written report, a web page or some other form.  Consider the following questions as a guide:
i. How would you describe the control environment at VTB?  Overall, the control environment seems very sound at VTB.  The company’s emphasis on social issues is demonstrated by its mission statement, and upper management appears committed to full disclosure and sound control practices.  In addition, the Sarbanes-Oxley disclosures regarding internal controls revealed no significant control deficiencies.
ii. What risks does the company face?  The company faces virtually every kind of risk in the Brown taxonomy.  Systems risk seems particularly important, since the company does most of its business via Internet and catalog sales.
iii. What control activities would you advise to mitigate the risks?  Common controls for mitigating systems risk include firewalls, virus protection, inherited rights masks and passwords.
iv. How does VTB management communicate with its employees, stockholders and the public?  What additional communication tools would you recommend?  The web site itself is an extraordinary communication vehicle.  It is logically laid out and easy to use; the company also posts its annual reports, SEC filings and press releases as communication vehicles.  As I’m writing this (23 April 2006), VTB has apparently merged with another company; the web site lies out in clear, simple language what shareholders should expect as a result.  The company could also set up an e-mail alert system for shareholders and employees to report changes in “real time.”
v. How has VTB responded to the Sarbanes-Oxley requirements for internal control monitoring?  The company developed a code of ethics, enforced by its audit committee.  In addition, the 2003 annual report has entire sections devoted to dealings with their accountants and internal control procedures.
vi. Overall, does VTB have a sound, comprehensive internal control structure?  Definitely.  The company seems to be a “model citizen” when it comes to achieving the purposes of internal control and complying with SOX.
b. Conduct a similar analysis for NetFlix, an online DVD rental service.  You can find information about NetFlix at www.netflix.com.
i. How would you describe the control environment at Netflix?  The control environment is strong; the company is compliant with SOX.  Its risk disclosures are also especially strong and detailed.
ii. What risks does the company face?  Risks are clearly and completely discussed and analyzed in the company’s 10-K.  They talk about the risks associated with customer dissatisfaction and inventory turnover & availability.  In addition, the company acknowledges the importance of maintaining a solid marketing plan.  And, as an entrant in a relatively new market, the company faces significant competitive risk from more traditional video rental enterprises.
iii. What control activities would you advise to mitigate the risks?  The company should keep strong, open lines of communication with its customers to stay apprised of their satisfaction.  That communication will also assist Netflix in maintaining adequate inventory relative to customer demand.
iv. How does management communicate with its employees, stockholders and the public?  What additional communication tools would you recommend?  How has Netflix responded to the Sarbanes-Oxley requirements for internal control monitoring?  As a completely “virtual” enterprise, nearly all of Netflix communications happen via the Internet and its web site.  Media advertising has increased over the last year or two in an attempt to increase its customer base and market share.  As a customer of Netflix myself, I don’t see any need for additional communication vehicles.
v. Overall, does Netflix have a sound, comprehensive internal control structure?  Definitely.  See the comments above for Vermont Teddy Bear.
9. In each of the following independent situations, identify internal control deficiencies and make suggestions regarding their correction / improvement.  (CMA adapted, December 1992)
a. Many employees of a firm that manufactures small tools pocket some of these tools for their personal use.  Since the quantities taken by any one employee were immaterial, the individual employees did not consider the act as fraudulent or detrimental to the company.  As the company grew larger, an internal auditor was hired.  The auditor charted the gross profit percentages for particular tools and discovered higher gross profit rates for tools related to industrial use than for personal use.  Subsequent investigation uncovered the fraudulent acts.  The employees were inadequately supervised in this situation; in addition to the internal audit function, the company could have tagged the tools to prevent theft.  Video surveillance would also be an option, albeit a costly one.
b. A company controller set up a fictitious subsidiary office to which he shipped inventories and then approved the invoice for payment.  The inventories were sold and the proceeds deposited to the controller’s personal bank account.  Internal auditors suspected fraud when auditing the plant’s real estate assets.  They traced plant real estate descriptions to the assets owned and leased, and could not find a title or lease for the location of this particular subsidiary.  The primary problem here is separation of duties—the controller controlled physical custody and authorization for use.  The best control would be to separate those duties by requiring management transaction approval.  Bonding & insurance would also help the company recover its losses.
c. The manager of a large department was able to embezzle funds from his employer by carrying employees on the payroll beyond actual termination dates.  The manager carried each terminated employee for only one pay period beyond the termination date so the employee would not easily detect the additional amount included on the W-2 reporting of wages to the Internal Revenue Service.  The paymaster regularly delivered all checks to the department manager who then deposited the fraudulent checks to a personal checking account.  An internal auditor discovered the fraud from a routine tracing of sample entries in the payroll register to the employees’ files in the personnel office.  The sample included one employee’s pay record whose personnel file showed the termination date prior to the pay period audited.  The auditor investigated further and discovered other such fraudulent checks.  At least two internal control problems led to this situation.  First, employee information should be deleted from the database upon termination.  Second, the department manager should not receive all the checks for his / her department.  Rather, checks should be delivered directly to employees, deposited electronically or held for employee pick-up with appropriate identification.
10.  MailMed Inc. (MMI) (CMA adapted, June 1994)  , a pharmaceutical firm, provides discounted prescription drugs through direct mail.  MMI has a small systems staff that designs and writes MMI’s customized software.  Until recently, MMI’s transaction data were transmitted to a third party for processing on their hardware.

MMI has experienced significant sales growth as the cost of prescription drugs has increased and medical insurance companies have been tightening reimbursements in order to restrain premium cost increases.  As a result of these increased sales, MMI has purchased its own computer hardware.  The computer center is installed on the ground floor of its two-story headquarters building.  It is behind large plate glass windows so that the state-of-the-art computer center can be displayed as a measure of the company’s success, attracting customer and investor attention.  The computer area is equipped with high-tech fire suppression equipment and backup power supplies.

MMI has hired a small computer operations staff to operate the computer center.  To handle the current level of business, the operations staff is on a two-shift schedule, five days per week.  MMI’s systems and programming staff, now located in the same building, have access to the computer center and can test new programs and program changes when the operations staff is not available.  As the systems and programming staff is small and the work demands have increased, systems and programming documentation is developed only when time is available.  Periodically, MMI backs up its programs and data files, storing them at an off-site location.

Unfortunately, due to several days of heavy rains, MMI’s building recently experienced serious flooding which reached several feet into the first floor level and affected the on-site hardware, data and programs.
Based on the preceding narrative, describe at least two specific computer weaknesses for MMI.  For each weakness you identify, suggest a way to compensate for it.  First, the equipment should not be stored and displayed in such a vulnerable way; ground floor storage behind plate glass windows invites theft.  Instead, the computer equipment should be stored in a more secure location, with appropriate physical controls to limit access.  Second, the systems and programming staff should not be able to test their own work; the company should restrict access via password based on job function.  Third, documentation is developed only when time is available; to address that weakness, the company should require documentation to be developed when systems are developed.  They might also consider employing a dedicated documentation staff.  Fourth, we need a better definition of “periodically” when it comes to system back-ups.  Ideally, the system should be backed up daily.
11.  Richards Furniture Company (CMA adapted, June 1994)   is a 15-store chain, concentrated in the southwest, which sells living room and bedroom furniture.  Each store has a full-time manager and an assistant manager, who are paid on a salary basis.  The cashiers and sales personnel typically work part-time and are paid an hourly wage plus a commission based on sales volume.  The company uses cash registers with four-part sales invoices to record each transaction; the invoices are used regardless of the payment type (cash, check, credit card).

On the sales floor, the salesperson manually records his / her employee number and the transaction, totals the sales invoice, calculates any appropriate discount and the sales tax, and calculates the grand total.  The salesperson then gives the sales invoice to the cashier, retaining one copy in the sales book.

The cashier reviews the invoice and inputs the sale into the cash register.  The cash register automatically assigns a consecutive number to each transaction.  The cashier is also responsible for obtaining credit authorization approval on credit card sales and approving sales paid by check.  The cashier gives one copy of the invoice to the customer and retains the second copy as the store copy.  Returns are handled in exactly the reverse manner with the cashier issuing a return slip when necessary.

At the end of each day, the cashier sequentially orders the sales invoices and provides cash register totals for cash, credit card and check sales, as well as cash and credit card returns.  These totals are reconciled by the assistant manager to the cash register tapes, the total of the consecutively numbered sales invoices, and the return slips.  The assistant manager prepares a daily reconciled report for the store manager’s review.

Cash sales, check sales and credit card sales are reviewed by the manager who then prepares the daily bank deposit.  The manager physically deposits these at the bank and files the validated deposit slip.  At the end of the month, the manager performs the bank reconciliation.  The cash register tapes, sales invoices, return slips and reconciled report are then forwarded daily to the central Data Entry Department at corporate headquarters for processing.  The Data Entry Department returns a weekly Sales and Commission Activity Report to the manager for review.

Please respond to the following questions about Richards Furniture Company’s operations based on the preceding narrative:

a. What risks does Richards face?  Richards faces a host of risks, including: credit risk (customers paying via check apparently do not undergo a credit check), liquidity risk (the cashier and the manager are both in a position to steal cash), human error risk (anyone in this system may make a mistake doing manual calculations) and legal & regulatory risk (employees may break the law in the process of defrauding the organization).
b. If you were an unethical customer and / or employee of Richards, how could you defraud the company given their current procedures?  An unethical customer could simply write a bad check in payment for merchandise.  The salesperson and cashier could collude to discount products in appropriately, pocketing the extra cash for themselves.  The manager could easily remove cash from the bank deposit and cover the fraud when reconciling the bank statement.
c. What internal control strengths does the company possess?  What risks are those strengths designed to address?  The use of cash registers and four-part sales invoices are designed to address liquidity risk.  Automatic, sequential document numbering may reduce legal & regulatory risk, as well as liquidity and hazard risk.  And, although it has some weaknesses, the bank reconciliation can help address liquidity risk and human error risk.
d. How could internal control be improved at Richards?  The company’s internal controls could be improved in at least the following ways: (a) let a member of the accounting staff reconcile the bank statement, (b) reconcile the statement more than once a month, (c) establish a credit department to remove credit-granting responsibilities from the cashier, (d) create a separate process for merchandise returns and (e) quit accepting checks in payment for merchandise.
12. PriceRight Electronics Inc. (PEI) (CMA adapted, June 1993)   is a wholesale discount supplier of a wide variety of electronic instruments and parts to regional retailers.  PEI commenced operations a year ago, and its records processing has been on a manual basis except for stand-alone automated inventory and accounts receivable systems.  The driving force of PEI’s business is its deep discount, short-term delivery reputation which allows retailers to order materials several times during the month to minimize in-store inventories.  PEI’s management has decided to continue automating its operations, but, because of cash flow considerations, this needs to be accomplished on a step-by-step basis.
It was decided that the next function to be automated should be sales order processing to enhance quick response to customer needs.  PEI’s systems consultants suggested and implemented an off-the-shelf software package which was modified to fit PEI’s current mode of operations.  At the same time, the consultants recommended and installed a computerized database of customer credit standings to permit automatic credit limit checks as the lingering recessionary climate has resulted in an increase in slow paying or delinquent accounts.  The new systems modules are described below:

Marketing: Sales orders are received by telephone, fax, mail or e-mail and entered into the sales order system by marketing personnel.  The orders are automatically compared to the customer database for determination of credit limits.  If credit limits are met, the system generates multiple copies of the sales order.

Credit: On a daily basis, the credit manager reviews new customer applications for creditworthiness, establishes credit limits, and enters them into the customer database.  The credit manager also reviews the calendar month-end accounts receivable aging report to identify slow-paying or delinquent accounts for potential revisions to or discontinuance of credit.  In addition, the credit manager issues credit memos for merchandise returns based on requests from customers and forwards copies of credit memos to Accounting for appropriate accounts receivable handling.

Warehousing: Warehouse personnel update the inventory master file for purchases and disbursements, confirm availability of materials to fill sales orders, and establish back-orders for sales orders that cannot be completed from stock on hand.  Warehouse personnel assemble and forward materials with corresponding sales orders to Shipping and Receiving.  They also update the inventory master file for merchandise returns that are received by Shipping and Receiving.

Shipping and Receiving: Shipping and Receiving accepts materials and sales orders from Warehousing, packs and ships the order with a copy of the sales order as a packing slip, and forwards a copy of the sales order to Billing.  Merchandise returns received from customers are unpacked, sorted, inspected and sent to Warehousing.

Accounting: The Accounting Department comprises three functions relevant to this narrative: Billing, Accounts Receivable and General Accounting.  Billing prices all sales orders received which takes approximately five days after order shipment.  To spread the work effort throughout the month, customers are segregated and placed in 30-day billing cycles.  There are six billing cycles for which invoices are rendered during the month.  Monthly statements, preparing by Billing, are sent to customers during the cycle billing period.  Outstanding carry-forward balances reported by Accounts Receivable and credit memos prepared based on credit requests received from the credit manager are included on the monthly statement.  Billing also prepares sales and credit memo journals for each cycle.

Copies of invoices and credit memos are forwarded to Accounts Receivable for entry into the accounts receivable system by customer account.  An aging report is prepared at the end of each billing cycle and forwarded to the credit manager.
The accounts receivable journal reflecting total charges and credits processed through the accounts receivable system for each cycle is forwarded to General Accounting.  General Accounting compares this information to the sales and credit memo journals and posts the changes to the general ledger.
Based on the preceding narrative:

a. Identify at least two internal control strengths of PEI’s system.  Indicate why each is a strength.

· Credit checks will lower the company’s exposure to liquidity risk.

· The system automatically checks credit limits before approving an order; thus, PEI will not make unauthorized sales.

· The credit-granting function is separated from sales and other functions, lending a degree of independence and objectivity to the process.

· PEI is apparently using a relational database to track these transactions.  The relational database makes order processing more efficient and strengthens internal control.

· Customer statements seem appropriately detailed.  Staggered billing cycles will also promote operational efficiency.

· The monthly aging report is a strength, as it allows the credit manager to evaluate customer credit on a continuous basis.

· General Accounting reconciles the journals with the source documents.

· The system’s modular organization promotes information security.

b. Identify at least three internal control weaknesses in PEI’s system.  Explain the nature of each weakness, and recommend a way to address it.
· The system generates multiple copies of the sales order, but we have no idea how many copies, where they go or if they are sequentially numbered.  That lack of control could lead to fictitious sales orders and should be addressed simply by incorporating all the above information.

· Credit manager issues credit memos based on customer requests, reflecting weak separation of duties.  Returned merchandise transactions should be handled independently.

· We do not know what happens to returned merchandise.  The Warehouse should receive some documentation indicating what merchandise is being returned so as to keep inventory records up to date.

· The Warehouse, which has physical custody of inventory, should not be handling the recordkeeping for inventory (i.e., updating the inventory database).  Such weak separation of duties could lead to inventory shrinkage.  The database should be updated by personnel outside the Warehouse function.
· Shipping and Receiving should be separated.

· The Billing department should not be pricing the sales orders; in addition, pricing should take place before shipment.  Sales orders should be priced automatically when the order is generated to improve internal control.

· Billing prepares sales journals, but Accounts Receivable updates customer records directly from source documents.  Such duplication of effort may lead to errors.
13. Crossword puzzle
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14.  Terminology
Please match each item on the right with the best item on the left.
1. G
2. A
3. C
4. H
5. I
6. J
7. B
8. D
9. F
10. E
15.  Multiple choice questions
1. C
2. D
3. A
4. C
5. A
6. B

7. C

8. B

9. D

10. D
16.  Statement evaluation
1. A
2. A

3. B  An organization may have multiple signatories, but still have strong internal control.

4. A
5. C

6. B  Internal controls sometimes prevent fraud, but systems may be breached through collusion or other weaknesses.

7. B  Whether liquidity risk is more important depends on the type of organization.

8. B  For example, installing a video surveillance system may be more expensive than hiring an extra internal auditor.

9. C

10. B  No-one really knows what reduces / increases stock prices; in some cases, reported weaknesses may lead to stock price reductions, but not always.[image: image2.png]
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